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NEED OF A JOINT SERVICES
 
ORGANISATION TO TRANSFORM INDIAN
 

DEFENCE FORCES INTO'NETWORK CENTRIC FORCE'
 

Introduction 

1. Throughout history military doctrine, organization and strategy have 
continually undergone profound technology driven changes. Newer 
technologies and concepts have been successful in creating a distinct 
asymmetry between the warring sides, resulting in the rout of the side, which 
failed to change in.keeping with the times. Information is the foundation of 
knowledge based warfare. It enables commanders to coordinate, integrate, 
and synchronize combat function on the battlefield. Successful integration 
of information system will affect the full range of military operations and 
will result in increased lethality, survivability and operational tempo 
across the full spectrum of conflict. 

2. The 21st Century is witness to unprecedented revolution in the field of 
IT. Modern means of communication have turned the world into an 
integrated and seamless network of information. The recent telecom 
revolution has also dramatically catapulated Communication and IT fields to 
centre stage of national activities. Defence Services, with Pan-India 
footprints, remain largest user of Communication systems, spectrum 
and Infrastructure in the country. HQ IDS, raised to integrate and 
synergies the efforts of three Services in various fields, has several 
Directorates/Sections, dealing with Communication, IT and 
complementary subjects. However, they are not interwovened together 
under a senior (three/two star) Signals and IT advisor, to harmonise 
their full potential, since they are distributed in different branches in the 
HQ. 

3. The existing Joint Communication and Electronic staff (JCES), in 
HQ IDS has also been rendered ineffective due to variety of reasons 
such as stagnated organization since pre world war II days, quantum 
jump in their load after telecom revolution and absence of an 
experienced and senior Signal officer to conceptualise, coordinate and 
maximize multi dimensional Joint Services requirements, well beyond 
their existing charter. In absence of a senior and experienced Signal -	 officer (than the heads of Signals Branches of three Services 
respectively), having in-depth domain knowledge of these subjects at 
HQ IDS, the resolution/coordination of Communication and IT aspects of 
three Services, which forms the backbone of NeW, therefore continue to 
suffer even after raising of IDS. 
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4. Further, this leads to inadequate orchestration of defence view 
point, even with other ministries and private players. Thus interests of 
the defence users, in these fields, are not favourably addressed due to 
cut throat competition for the scarce spectrum in this money spinning 
industry. It is therefore, imperative to raise either a separate HQ under 
COSC or a 'NCW' Branch, in HQ IDS, headed by 'Signals officer, to 
synergies the entire spectrum of Electronics, Communications and 
Information Technology aspects of defence forces and other defence 
users at strategic level. 

Need for Transformation 

5. The changing global security paradigm requires new ways of thinking; 
new threats - therefore, new weapon systems, new technologies and new 
organizational structures. To be able to execute war under such 
conditions, Network Centric Warfare capability is an imperative, which 
is centered on a 'System of Systems' to integrate the various 
components of national defence. 

6. RMA has affected the conduct of operations considerably. 
Developments in the field of 'network-centric operation' and changes in 
doctrine leading to 'effects based warfare', have contributed towards 
improved efficiency. The essence is speed of command enabled by 
improvements in IT and telecommunications. However, Indian defence 
forces sadly lack this capability due to absence of desirable 
coordination mechanism in Communication and IT fields at Apex level. 

1. Ongoing telecom and computer revolution in India has transformed the 
perspective of central government and these fields have undergone 
Paradigm shift in national reckoning. Today it has become major driver 
in making India a Global IT power that led to the total revamp and 
restructuring of old Department of Tele Communication (DOT) into 
several multi dimensional and multi-faceted agencies. Today, as against 
the erstwhile single DOT, we have several agencies dealing with 
communications and related fields such as; Ministry of Communication and 
IT (MOC&IT), Telecom regulator (TRAI), Telecom Appellate authority 
(TDSAT), Corporatized MTNL & BSNL, Several Public Sector Under takings 
(Railways, GAIL etc) and host of Private players with Pan- India presence. 
However, similar changes have alluded the defence forces thus 
depriving them from leveraging the strength of Communication and IT 
revolution in the country. 



3
 

Regional/Global Prospective 

8. India, already a major player in South Asian Region, is in the process of 
transforming herself into a credible Regional Force with her 'Arc of Interests' 
extending from West Asia to SE Asian Region including Indian Ocean 
Region (lOR). India is also looked upon by other major players as an 
emerging super power by 2050 when we are projected to be the third 
largest economy of the world. 

9. We therefore, need to create appropriate military capability taking into 
account likely threats. The command, control, communications and 
surveillance requirements for such a capability would have to be 
specially structured. India's experience in Sri Lanka and the Maldives 
would provide valuable guidance. Capability to sustain forces away from 
our shores should therefore, be created for, which would require maritime and 
aerospace assets. Interoperability and interfacing with friendly forces of 
foreign countries should also be factored in as we enhance defence 
cooperation/engagement with them. 

Strategic Necessity 

10. The nuclearisation of India, Pakistan and China forced India to 
operationalise the 'Nuclear Triad' to exercise the nuclear option, should the 
need arise. These strategic assets are being placed under Joint Strategic 
Forces Command (SFC) as they are entering into the respective Services. 

11. The planning, coordination, implementation and servicing of several 
Communication and IT networks, to support strategic assets(Nuclear Triad) 
and their integration with HQ IDS, Service HQs and the Joint 
Commands, is a complex and mammoth task. However, none of the Joint 
Services HO, all raised after Kargil Review Committee recommendations, 
have their integral NCW Branch nor do we have a separate Joint HQ. for 
communication and IT to plan at Apex level. Considering the complexity 
in integration of all these assets, this is considered a very serious 
organizational and operational void. 

12. This gigantic task will pose extraordinary challenges, calling for- highly experienced and senior Signal officer/authority, to plan, 
coordinate and execute the complex communication requirements of 
such magnitude. However, due to lack of domain knowledge neither this 
should be expected to be planned, nor executed by a non Signal 
Commander. 
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Strategic Defence Communication Infrastructure.
 

13. The induction of strategic weapon systems and proposed vacation 
of spectrum, for further commercialization of mobile and satellite 
communication, has compelled the defence forces to seek alternate 
communication infrastructure to meet its strategic requirements. Due to 
its very nature and purpose, the same will also have to be provided backup in 
the form of an alternate media. These two networks, having different layers 
and medias/technologies, will have to meet the interoperability requirements 
of the three Services, joint Commands and HQ IDS besides other joint 
Commands, that may be raised in future, such as 'Space Command'. 

14. The laying of OFC network to replace the vacated spectrum of three 
Services is already under progress at various stages and will be handed over 
to Services in phases. In addition, indigenous defence communication 
satellite and some other satellites planned by ISRO, with defence applications 
in complementary fields will provide strategic reach to Indian defence forces. 
We therefore, need to hasten up the process to create Joint Services 
Communication organizations on priority. However, the broad division of 
responsibility between the new structure/organization and Services HQ is 
proposed as under:­

(a) Strategic Level. All aspects to be dealt by the proposed 
organization since the requirement for three Services is growing. 

(b) Operational Level and Below. All aspects upto Operational 
level and below will be dealt by existing arrangements under respective 
Service HQs. 

Other Key Technical Issues Needing Joint Approach 

15. The seamless Communication and networks will be effective at 
strategic levels only if other equally vital and communication/IT driven 
fields, that will utilize the same strategic Communication Infrastructure, are 
also considered from Joint Services perspective. However, in absence of 
formal arrangements, adoption of synergetic and holistic approach and 
Joint policy directions to important technical subjects, considered key 

• force multipliers, has not materialized. Therefore, subjects such as 
Electromagnetic Interference/Electromagnetic Capability (EMIJEMC), 
Space and Cyber communications, Electronic Warfare (EW), Geospatial 
Information System (GIS) and IT Hardware/Software (HW/SW), are 
progressing vertically in each Service without horizontal 
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integration. Thus realization of interoperability at strategic level, especially 
to achieve strategic c412 capability in the near term, is nowhere in sight 
even after heavy expenditure of approx 12,000.00 Cr in x" plan by three 
Services in these fields. (Projected to be approx 18,000.00 Cr in Xlt h 

Plan.) 

16. It may be pertinent to mention that numerous problems and 
complications encountered, especially in the spectrum related field in 
the defence forces-and country recently, were primarily due to absence 
of a senior Signal authority to coordinate and synergies defence 
concerns at joint Services and national level. The experience of other 
Inter Services organizations and existing arrangements to coordinate 
these aspects are discussed in the succeeding paragraphs. 

Experience of other Nations and Own Joint Services Organisations 

17. Interestingly, Pakistan has raised a C412 Command under a three 
star officer, with C-in-C status recently to synergise and optimise these 
fields in Pak Defence Forces. Our Western adversary has been more 
adaptive of technology and its optimization for Joint services requirements as 
is evident from this case. On the other hand, USA has a C4(J-6) Branch in 
Joint Chiefs of staff organization, dealing with all these subjects, under a 
three star General with PSO status. Similarly Australia has given NCW 
very high priority and setup a Chief Capability Development Executive 
(CCDE), a three star General under Chief of Defence Staff (CDS) to 
articulate, develop and implement NCW in Austrialian Defence Forces. We 
also have successfull Joint Services Models, which could be emulated for this 
vital field, as discussed in following paragraphs. 

18. The Medical Services in all the three defence services and joint 
commands are planned, coordinated and executed under a central authority 
of DG AFMS. DG AFMS deals with combatant dominated fraternity in 'all 
the three Services with each service having its own three star DGMS. 
The DG AFMS and all the DGMS are always specialist medical officers, 
from Army Medical Corps since possession of domain knowledge of the 
subject is imperative. Recently DG AFMS has been further upgraded to 
Secretary status (C-in-C equivalent) thus ensuring that a very senior • 
ranking authority is available at Joint Services level to bring in required 
experience, maturity as well as status for resolution of inter Services matters. 
Besides, it will also facilitate reconciliation of defence interests at national 
level with Ministry of Health and other ministries, private Hospitals and 
International agencies 
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19. Another Important field, with inter Services ramifications is, Military 
Engineering Services (MES) which is also coordinated on behalf of all three 
Services and Joint Commands by Engineer- in-Chief (E-in-C), Army HQs. In 
this case E-in·C has been accorded the status of a PSO. All the resources, 
pertaining to MES, are centralized and placed under Command E-in-C, therefore, 
MES requirements of three Services is being coordinated keeping interests of Joint 
Services in view. The E-in-C deals with a mix of civilian and combatant fraternity in 
MES however, in this arrangement Air HQ and Naval HQ do not have respective 
heads of MES as M1 the case of medical services. The E-in-C is always a 
specialist officer from Corps of Engineers. 

Shortcomings of Existing coordination Mechanism 

20. As mentioned at Para 3 above, the staff responsible for dealing with part of 
these tasks in HQ IDS, is erstwhile JCES, whose limitations have already been 
brought out above. Its reorganization is over due however, even after its 
reorganization, it would be able to meet part of the requirements in the 
evolving and complex fields of Information Communication Technology (ICT). 
Similarly other two Joint Commands; SFC and ANC, also do not have integral 
communication & IT pBranches/units and only adhoc arrangements exist by 
assigning dual roles to non- Communication officers. This adversely affects the 
aspect of all communication and network related issues in Joint Services 
Organisations. 

21. On the other hand, though the three Services HQs have their organic and 
dedicated Communication and IT Branches and Signal Units to advice, coordinate, 
support and implement all communication related tasks of each Services 
respectively in peace and war, none of them are formally mandated to resolve inter 
services issues. Army HQ has a three star Signal oftlcer-ln-Ohtet (So-in-C) and 
another three star officer, Director General of Information System (OGIS), looks 
after its IS and IT Services at Army HQ. Air HQ also has a two star officer, ACAS 
(Communication and IT) and similarly, Naval HQ has one star officer, Principal 
Director Naval Signals (PONS). 

• 
22. In the prevailing situation, since JCES (HQ IDS) is headed by one star 
officer, the So-in-C (Army), being senior most Signal officer in defence Services, 
Willy-nilly becomes spokesman for all communication related aspects of three 
Services. However, unlike DGAFMS (Med) and E-in-C (Engrs) who are 
mandated to control the resources as well as planning, coordination and 
execution of all Medical and MES works respectively for three Services, the 
So-in-C is not similarly placed. Further, So-in-C is 
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also not chartered to coordinate and supervise IT field even in the Army 
unlike in Air Force, where ACAS (Signal &IT)'controls both aspects, and at 
national level, where MOC & IT now coordinate both communication and IT 
fields. He therefore, can at best influence only one of the two subjects with 
other services which will address part of the problem only and therefore, does 
not suit us. 

23. Further, in absence of any formal mandate/arrangements, it is not only 
a question of the personality of So-in-C and the interest he may be able to 
take in inter Services matters but also how busy he is with his own Service. 
This loose arrangement therefore, is not desirable in dealing with this 
operationally vital field. This needs to be therefore, urgently corrected either 
by formally designating So-in-C as Defence Communication & IT 
Advisor (DCA) with PSO status (as in the case of E-in-C) or by 
reorganizing HQ IDS, and by providing a new branch, which should be 
headed by a Signals officer as Dy Chief. 

Recommended Way Ahead. 

24. We have seen that Information Management is crucial for gaining and 
maintaining military superiority, as threats become more potent and diverse. 
In order to reap the benefits of Information revolution, since other civil 
government departments and organizations in the country have undergone 
reorganization, the defence forces should also be enabled to synergies 
Communication and IT fields of three Services and to attain 'Network 
Centric Warfare' capabilities besides achieving Jointness and 
interoperability in these fields. 

25. This could be achieved in near term by drawing useful lessons 
from the experiences of MOC & IT as well as DG AFMS and E-in-C 
models to provide 'Joint Communication and IT' organizations in HQ 
IDS as well as Joint Commands. In this regard, creation of new NCW 
Branch in HQ IDS, initially, headed by a Signal officer from Army 'and 
designated as DCIDS (NCW) with PSO status, is recommended. 
However, since communications also form part of operations in all three 
Services, later its transition into 'NCW Command', headed by a Signals -	 officer with C-in- C status, underCDS (like DG AFMS), may be more 
appropriate to support operations of forces from both on and off store. 

26. This post thereafter could be made rotational amongst the three 
Services and since other two Services do not have a three star Signals 
officer at present, NCW Branch could be headed by a two star Signals 
officer as Dy DCIDS (NCW); from AF/Navy during their turn. Dy DCIDS 
(NCW) however, will be senior to other ACIDS (two stars) posted to NCW 
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branch. The proposed org is given below at figure 1. The proposed 
organization has been conceived to dismantle the barriers between 
Communication and IT fields as well as among others. 

COSC•HOlDS --r 
~ ~ ~~ 

r 
SFC ANC DCIOS (NCW) (xxx) Army HQ 

(PSO) AirHO 
SO Naval HQ 

Dy DCIDS 

t,....----l--:--.---;o-----, 
~ 

ACIDS (Ops/Networks) (xx) ACIDS (Eqpt) (xx) ACIDS (Policyl 

SO 

1 

Plans) (xx) 
f--... SO f--... SO 

CMO· 

DACIDS (Policy! spectrum) (x) 

DACIDS (Ops) (x) IDS (Network) (x) DACIDS (Plans) (x) 

DACIDS (Hardware) (x) DACIDS (Software) (x) DACIDS (Security) (x) 

Figure 1 

Note:­
1. Under each DACIDS, there will be Col, Lt Col and equivalent keeping in view the work load. 

2. The share of Army, Navy and IAF will be in 5:2:3 ratio. 

3. CMO· - under MoD at present. 

-

27. DCIDS (NCW) will be responsible to articulate defence view points 
on these subjects at national level and interact with NSA, TRAI, TDSAT, 
Secy MoD, MoC & IT, WPC etc (Secretary and above level officials). The 
existing resources of HQ IDS/MoD dealing with Communication and IT 
related fields such as C412

, IW, EW, JCES, IT, INCP, CMO and resources 
of the proposed DCN/DCA (since stands identitified and approved by 
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caSC) can be regrouped and utilized for laying the foundation of this 
vital NCW Branch in HQ IDS. ' 

NCW Capability and Developmental Milestones 

28. The NCW Branch, under DCIDS (NCW), would act as a catalyst to 
articulate the NCW development plan with laid down milestones for defence 
Services. In this regard, it will be necessary for all the aspects, needing Joint 
Services Focus and orientation in C4-12 related subjects, MoD should entertain 
cases from respective Service HQs only through HQ IDS duly concurred by 
DCIDS (NCW). The developing relationship between the dimensions of NCW 
and Networking is illustrated in figure 2 below:­
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29. The dissection of the time frame between now and 2025 into 
increments provides simple points of reference for NCW development. The 
NCW capability continuum will obviously continue beyond 2025 as the 
seamless NCW Force in turn becomes the force-in-being and then the legacy 
Force. 

30. Milestones l1'ave been suggested to measure progress against the 
network objectives needed to evolve the NCW capability. Each Milestone is 
formed in terms of force level elements and placed within six NCW domains 
in the figure 3, given below. The figure illustrates the NCW capability within 
each of the domains is built on a series of Domain specific milestones. It also 
shows how each of the lower level domains (Maritime, land, Aerospace and 
ISR) supports the realization of the Joint Force Domain and all five ultimately 
supports the achievement of the 'Networked Coalition Domain', 

Whole of Friendly
 
Government Countries
 

• Networked Coalition Combat Force 2025 

• Network Deployable JOint task Force Headquarters 2012 
• Network Deployable JOint task Force 2015 
• Networked Joint Force 2020 
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Conclusion 

31. India is witnessing telecom and IT revolution with Public and Private 
Sector, both playing proactive roles. The management of such a large scale 
transformation needed overhaul of the Government machinery to steer wide 
range of activities in these fields. Therefore, the GOI merged Communication 
and IT ministries. Besides, to provide level playing fields to Public and Private 
players, a regulatory mechanism with Appellate Authority in the form of TRAI 
and TDSAT were. also setup. The outcome led to the telecom sector 
becoming the best performing sector not only in India but in the entire 
world at present. 

32. The concepts of 'Network Centric Warfare" has been evolved for 
exploiting advancement in the field of 'Information Technology'. This concept 
rests on the premise that the power of force grows proportionate to the 
extent of networking among weapons, sensors and command and 
control elements. The Indian Armed Forces however, are not yet ready for 
attaining the capability for switchmq to 'Network Centric Warfare', We need 
therefore, to do more and urgently in this field to consolidate our 
efforts/resources.. 

33. Since organizationally, the defence forces lack this capability, up 
gradation of Defence Communication Advisor at National level is therefore, 
not only necessary but imperative in view of very fast changing developments 
in these fields. The creation of a OCIOS (NCW) in HQ IDS, under a three 
star Signals officer (Army) with a PSO status, will overcome most of the 
existing shortcomings. The OCIOS (NCW) will deal with all Joint 
Services related issues dealing with Communication and IT and 
complementary fields at strategic level. Service HQs however, will 
continue to be responsible for all issues at Operational level and below 
in these fields. 
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